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(iv) The effects on him, if any, of not 
providing all or any part of the re-
quested information. 

(3)(i) When information is collected 
on a standard form, the notice to the 
individual shall be on the form or on a 
tear-off sheet attached to the form or 
on a separate sheet, whichever is most 
practical. 

(ii) When information is collected by 
an interviewer, the interviewer shall 
provide the individual with a written 
notice which the individual may re-
tain. If the interview is conducted by 
telephone, however, the interviewer 
may summarize the notice for the indi-
vidual and need not provide a copy to 
the individual unless the individual re-
quests that a copy be mailed to him. 

(iii) An individual may be asked to 
acknowledge, in writing, that he has 
been afforded the notice required by 
this section. 

(e) Records concerning activity pro-
tected by the First Amendment. No record 
may be maintained describing how any 
individual exercises rights guaranteed 
by the First Amendment to the Con-
stitution unless (1) expressly author-
ized by statute or by the individual 
about whom the record is maintained 
or (2) pertinent to and within the scope 
of an authorized law enforcement ac-
tivity. 

§ 700.263 Assuring integrity of records. 
(a) Statutory requirement. The Privacy 

Act requires that records subject to the 
Act be maintained with appropriate ad-
ministrative, technical and physical 
safeguards to insure the security and 
confidentiality of records and to pro-
tect against any anticipated threats or 
hazards to their security or integrity 
which could result in substantial harm, 
embarassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C. 
522a(e)(10). 

(b) Records maintained in manual form. 
When maintained in manual form, 
records subject to the Privacy Act 
shall be maintained, at a minimum, 
subject to the following safeguards, or 
safeguards affording comparable pro-
tection: 

(1) Areas in which the records are 
maintained or regularly used shall be 
posted with an appropriate warning 

stating that access to the records is 
limited to authorized persons. The 
warning shall also summarize the re-
quirements of § 700.265 and state that 
the Privacy Act contains a criminal 
penalty for the unauthorized disclosure 
of records to which it applies. 

(2) During working hours, (i) the area 
in which the records are maintained or 
regularly used shall be occupied by au-
thorized personnel or (ii) access to the 
records shall be restricted by their 
storage in locked metal file cabinets or 
a locked room. 

(3) During non-working hours, access 
to the records shall be restricted by 
their storage in locked metal file cabi-
nets or a locked room. 

(c) Records maintained in computerized 
form. When maintained in computer-
ized form, records subject to the Pri-
vacy Act shall be maintained, at a min-
imum, subject to safeguards based on 
those recommended in the National 
Bureau of Standards booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May 
30, 1975), and any supplements thereto, 
which are adequate and appropriate to 
assuring the integrity of records in the 
system. 

(d) Civil Service Commission personnel 
records. A system of records made up of 
Civil Service Commission personnel 
records shall be maintained under the 
security requirements set out in 5 CFR 
293.108. 

§ 700.265 Conduct of employees. 
(a) Handling of records subject to the 

Act. Employees whose duties require 
handling of records subject to the Pri-
vacy Act shall, at all times, take care 
to protect the integrity, security and 
confidentiality of these records. 

(b) Disclosure of records. No employee 
of the Commission may disclose 
records subject to the Privacy Act un-
less disclosure is permitted under 
§ 700.267 or is to the individual to whom 
the record pertains. 

(c) Alteration of records. No employee 
of the Commission may alter or de-
stroy a record subject to the Privacy 
Act unless (1) such alteration or de-
struction is properly undertaken in the 
course of the employee’s regular duties 
or (2) such alteration or destruction is 
required by a decision under §§ 700.287– 

VerDate Aug<31>2005 14:28 May 24, 2007 Jkt 211082 PO 00000 Frm 01039 Fmt 8010 Sfmt 8010 Y:\SGML\211082.XXX 211082cp
ric

e-
se

w
el

l o
n 

P
R

O
D

1P
C

66
 w

ith
 C

F
R



1030 

25 CFR Ch. IV (4–1–07 Edition) § 700.267 

700.295 or the decision of a court of 
competent jurisdiction. 

§ 700.267 Disclosure of records. 
(a) Prohibition of disclosure. No record 

contained in a system of records may 
be disclosed by any means of commu-
nication to any person, or to another 
agency, except pursuant to a written 
request by, or with the prior written 
consent of, the individual to whom the 
record pertains. 

(b) General exceptions. The prohibition 
contained in paragraph (a) of this sec-
tion does not apply where disclosure of 
the record would be: 

(1) To those officers or employees of 
the Commission who have a need for 
the record in the performance of their 
duties; or 

(2) Required by the Freedom of Infor-
mation Act, 5 U.S.C. 522. 

(c) Specific exceptions. The prohibition 
contained in paragraph (a) does not 
apply where disclosure of the record 
would be: 

(1) For a routine use as defined in 
§ 700.257(i) which has been described in 
a systems notice published in the FED-
ERAL REGISTER; 

(2) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to the provisions of title 13 
U.S. Code. 

(3) To a recipient who has provided 
the System Manager responsible for 
the system in which the record is 
maintained with advance adequate 
written assurance that the record will 
be used solely as a statistical research 
or reporting record, and the record is 
to be transferred in a form that is not 
individually identifiable; 

(4) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the U.S. Government, or for evaluation 
by the Administrator of General Serv-
ices or his designee to determine 
whether the record has such value; 

(5) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of 
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law, and if the 
head of the agency or instrumentality 

has made a written request to the De-
partment specifying the particular por-
tion desired and the law enforcement 
activity for which the record is sought; 

(6) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual if 
upon such disclosure notification is 
transmitted to the last known address 
of such individual; 

(7) To either House of Congress, or, to 
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of 
any such joint committee; 

(8) To the Comptroller General, or 
any of his authorized representatives, 
in the course of the performance of the 
duties of the General Accounting Of-
fice; or 

(9) Pursuant to the order of a court of 
competent jurisdiction. 

(d) Reviewing records prior to disclo-
sure. (1) Prior to any disclosure of a 
record about an individual, unless dis-
closure is required by the Freedom of 
Information Act, reasonable efforts 
shall be made to assure that the 
records are accurate, complete, timely 
and relevant for agency purposes. 

(2) When a record is disclosed in con-
nection with a Freedom of Information 
request made under subpart B of this 
part and it is appropriate and adminis-
tratively feasible to do so, the re-
quester shall be informed of any infor-
mation known to the Commission indi-
cating that the record may not be fully 
accurate, complete, or timely. 

§ 700.269 Accounting for disclosures. 
(a) Maintenance of an accounting. (1) 

Where a record is disclosed to any per-
son, or to another agency, under any of 
the specific exceptions provided by 
§ 700.267(c), an accounting shall be 
made. 

(2) The accounting shall record (i) the 
date, nature, and purpose of each dis-
closure of a record to any person or to 
another agency and (ii) the name and 
address of the person or agency to 
whom the disclosure was made. 

(3) Accountings prepared under this 
section shall be maintained for at least 
five years or the life of the record, 
whichever is longer, after the disclo-
sure for which the accounting is made. 
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